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4 Micro Focus Weblnspect
file Edit View Tools Enterprise Server Reports Help
[] New - [Z5Open - | Compliance Manager [&] Policy Manager 1] Report () Schedule \§3 SmartUpdate

Start / Resume Pause Audit

. Start Page
lelcome to Micro Focus WebInspect  THOME! Manage Scans | Manage Schedule ||

~ Recently Opened Scans clear list

b

Start a Guided Scan None

Create a scan that is optimized for your Web site.
> i ~) Scans Scheduled for Today

Start a Basic Scan

~ Weblnspect Messages
Scan a single Web site for vulnerabilities.

delete _| Welcome to Micro Focus WebInspect 20.1 =/5/2020
delete || Micra Focus Security Fortify Software Security Content 2020 Update 3 5252020

Start a Web Service Scan

~ 2 i 1
Find vulnerabilities in a Web service. Whatssinew in Webinspeet20. 1

Start an Enterprise Scan MICRDO®
Schedule an enterprise scan. F n : Ll E

Generate a Report
Analyze 3 scan using system reports.

Start SmartUpdate What's new in Weblnspect 20.1.0

Update security checks and patches.
PrEtE RO = At ey New features and enhancements

Engine Updates — Big Improvements on Modern Apps Resources
We've updated our engines to keep pace with our customers’ evolving applications! This
engine update brings dramatic improvements to Weblnspect's ability to scan applications Product Documentation
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(24 Guided Scan

What type of scan do you want to igure ?
" Below you have the option to scan a web application based on the settings from a previous scan
3 or based on one of WebInspect's standard Scan Templates.
Predefined Templates Recent Templates
Create a Standard Web Site Scan Batsii
Q Default scan settings are designed to focus more on J
Standard | COVerage then performance. Larger sites could take
Scan | days to crawl with these settings. | Factory Default

Create a Quick Web Site Scan
Q A scan that focuses on breadth and performance
Quek | rather than digging deep. Especially good for very
cean | large sites.

| From File ...

Create a Thorough Web Site Scan
Q Thorough scan settings are designed to perform an
T axhaustive crawl of your site. It is recommended
orough c Y !
ot | that you split your site up into parts and only scan
smaller chunks of your site with these settings. Not
recommended for large sites.

Mobile Templates

Create a Mobile Web Site Scan
@ Emulate a mobile device while scanning a web
Mobile | @pplication.
Sean

Create a Native Mobile Web Service Scan
Q Manually crawl a native mobile application and
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Scan Now .. Open Save Advanced Rendering engine:
Firefox
Scan Settings | Verify Web Site
Guided Scan b \ Start URL: | http://zero.webappsecurity.com/ -
| | Restrict To Folder:
site

‘ SEIE Parameters After you have accessed your Start URL and verified the screen capture, click the Next button. = £ |

| 1. verify web site | Zero Bank "
ZiLhoosti S Tie HOME ONLINE BANKING

R Login

Network Authentication

Application Authentication
J Active Learning

Optimization Tasks

% Settings

Final Review

M Online Banking & Checking Account = Transfer Funds 1My Money Map
Activity

ik the button beo 12 view Use er o caely and securely  Use Zer o Set up and meniar

banking feztures, Use Zero fo view the most up-lo- ransier funds beteen accounts

= sate istings.of your depos: 2 1 N hoia placed on oaine
e by

Vranslers, SOVOUF unds ondne ok INal helps you manage
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Scan Now ... = Open Save Advanced
Scan Settings
. Scan Method
Guided Scan & .= ‘
) Crawl Only
Q Site Map the attack surface of the entire

| Start Parameters )
(=) Crawl and Audit

R Login Map the attack surface and attack for vulnerabilities.

| Network Authentication ) Audit only
Attack only the specific URL provided.

Application Authentication

.J Active Learning Policy —— )

[ standard v

Gptimization Tasks | & standard scan includes an Crawl of the server and performs checks for known and unknown vulnerabilities such as SQL Injeciton, Cross-Site
Scripting as well as poor error handling and weak SSL configuration at the web server, web application server and web application layers.

% Settings
Crawl Coverage
Final Review T Default
Default scan settings are designed to facus more on coverage than performance. Larger sites could take days to crawl with these settings.
ingle-p:

gle-Pag

|| Enable SPA support

Some sites have only a single page, and navigation through the site is done by dynamically changing the page itself with Javascript. Enabling SPA support will
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EN Guided Scan - Login - !
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Q Site

o start Parameters

R Login

Network Authentication

ScanNow.. = Open Save Advanced
Scan Settings
Guided Scan

KRN

‘ Application Authentication

‘:/ Active Learning

Optimization Tasks

5
X settings

Final Review

| configure application Authentication

Authenticati

[¥] Use a login macro for this site

iR AT &

Login macros provide WebInspect aceess to protected locations of your application. Therefore, using a login macro is highly recommended to increase the
coverage of your scan. If your application does not use authentication, you can skip this step.

() Automated Login Sequence (Login Macro)

gin_macro_username

(2 Auto-gen Login Macro

Username | ysername

Password | o

‘lagin_macro_username' test complete, Duration:00:45.3

Run macro validation tests

| Macro Test X

3) Weblnspect f & {14 i &

B} Guided Scan - Act

an %

Scan Now .. Open Save Advanced
Scan Settings
‘ Guided Scan

Q Site

o start parameters

R Login

Metwork Authentication

Application Authentication

J Active Learning

(el

‘ ki AL In=i

| Profile site for optimal settings

x Settings

nal Review

Guided Scan will now enter the Active Learning phase. During this step, all visited pages will be analyzed. WebInspect will show

recommended settings for the scan, which can provide better coverage and assessment of the target site.

Profiler

Profiler will run automatically if the "Run Profiler Automatically” option is enabled in Application Settings->Server Profiler.

Profile

3 Profiler Progress

Dane Checking if Fortify Agent is installed.

Abort
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|24 Guided Scan - Active Leaming - Optimization Tasks - Profile site for optimal settings
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Scan Now ... Open Save Advanced
Scan | Settings |
Guided Scan & Y i

Guided Scan will now enter the Active Learning phase. During this step, all visited pages will be analyzed. weblnspect will show
recommended settings for the scan, which can provide better coverage and assessment of the target site.
Q L Profiler

o start parameters

Profiler will run automatically if the "Run Profiler Automatically” option is enabled in Application Settings->Server Profiler

Prafile |
R Login e g

Settings
Network Authentication

No settings changes are recommended; the profiler could net find any necessary optimizal
g Application Authentication

Known Web Technologies and Sites
J Active Leaming i@ optimize scan for: [ Zero (Detected)
p Optimized settings for zero.webappsecurity.com
L Optimization Tasks

[ Profile site for optimal settings |

X Settings

Final Review

4) BT AR S 25 18 TR A
(=4 Guided Scan - Settings - Final Review - Configure Detailed Options
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Scan Now ... Open Save Advanced
Scan | Settings |
Guided Scan & .= Reuse Identified False Positives

< ' site ﬂ 1t is possible to detect false positives in this scan by providing scans where false positives have already been identified.

o Start Parameters

Reuse Identified False Positives

I Click here te select scans to import false positives.
% Login
Network Authentication Traffic Analysis
Applicatisn Authentication (1 Enable options to analyze HTTP traffic.
d Active Learning [_| Launch and Direct Traffic Through Web Proxy

Web proxy is a stand-alone, self-contained proxy server that you can configure and run on your desktop. With it, you can menitor traffic from a scanner,
of Optimization Tasks

a
browser, or any other toal that submits HTTP requests and receives responses from a server, It is a tool for debugging and penetration scan; you can see
every request and server response while browsing a site.
2 -
Settings
| Finat Review

Enable Traffic Monitor

Weblnspect displays in the navigation pane only the hierarchical structure of the Web Site or Web Service, plus those sessions in which a vulnerability was
Configure Detailed Options

discovered. The Traffic Monitor allows you to display and review every HTTP request sent by Weblnspect and the associted HTTP respense received fro
the server.

Validate Settings and Start Scan
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4 Guided Scan - Settings - Final Review - Validate Settings and Start Scan

@ ofn ¥

ScanNow.. ~ Open Save Advanced
Scan Settings |
Guided Scan Save Settings
The current settings can be saved to an external file for later use.
Q Site 2{ Click here to save settings.

o start Parameters

R Lagin Scan Now

ﬁ Here is a summary of the scan that you are about to start.
Scan Name: Site: https://www.yuntest top/

Application Rutsiodtion URL: hitps://www.yuntest.top/

Network Authentication

Uses Authentication: None

J Active Learning Policy: Standard

Client: Macro Engine 5.0 (recommended)
o optimization Tasks

Start Scan
x Settings I @

| Final Review

Configure Detailed Options

‘ Validate Settings and Start Scan

A MAER

=]
Fle Edit View Tools Secan Enterprise Server Reports Help
[} New ~[:3Open - & Compliance Manager [&]Policy Manager [[]Report (2 Schedule 8 SmartUpdate
Start / Resume [] Pause % Audit | @A Rescan - | Compare
4
Scan Dashboard
=7 hitp: fzero,mebappsecurity
\Gmwietiss oo e
@ Traffic Monitor Type: site
[JE resources P [ Audited: 0 of 46 l Status: Running
I3 fogin himi oo | Agent: Not Detected
[ 'smart Audited: 0 of 46 | e i s
alysis
[ Verified: 0 of 20 ‘ s Duration: 00:04:35
Policy: Standard
Host Info % | [ Reflection Audited: 0 of 0 ] .| Deleted items: 0
% P3P Info Findi Crawl
G nix e Hosts: %
B . Sessions: 0
Certificates
Audit
£ Comments Attacks Sent: [
€5 Cookies Findings:
| E-mails Network
il & 4 Total Requests: 135
5] Forms i
= Critical High Medium Low Info Best il &
G Hiddens =) Practices Seript Includes: &
Severity Type filter crter.. A~ @
Path Method | Vuln Param Parzmeters | Kingdom Application Response Length
= @) Low (2 items)
= HTMILS: Cross-Site Scripting Protaction (1 ftem)
hcp://zer om, GET - Encapsulztion 12471
SPA Coverage E Web Server M Insecure Cor pe Setting (1 item)
i hitp-//2ero.webappsacurity.com/ GET = Environment 12471
§ o = @ Infermaion (1 item)
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